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CWE/SANS Top 25 Most Dangerous
Programming Errors
CERT Secure Coding Standard (C, C++, Java)
OWASP Secure Coding Practices
PCI Data Security Standard

NIST SAMATE (Software Assurance Metrics
And Tool Evaluation)
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Static Analysis Maturity Level

1. Ad-Hoc
«  Some individuals (1-2 developers)
«  No source control
« Rely on individual experience
 No static test

2. Reactive
* A development team
A centralized source control tool

« Software works well under specific conditions, but frequently fails
in real-world deployments.

« Missed deadlines and failing to meet functionality goals is
common.

« Success depends on how well teams work together
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(Static Analysis Maturity Level)

. Proactive

Quality and reliability become as important as just getting the software to
work.

Work is split into smaller tasks and visibility into progress is established early.
Testing becomes a critical release gate

Some preventative measures are introduced. Static analysis moves from a
QA/testing practice to the IDE

Full test environment is available

4. Managed

Managing the process becomes the means to control the software, in addition
to traditional testing/QA.

Quality meets expectations with few issues found in the field.
Testing is rarely bypassed to meet a schedule.
Test and development environments are virtualized and available on demand.
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Static Analysis Maturity Level

5. Optimized

Corporate policies guide the entire SDLC.

Software is not only on-time with correct features, but is
reliable, secure, and scalable.

Full traceability and visibility is achieved.

Change-based testing becomes a reality because the
cost of change is known in advance.
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Characteristics

Ad-Hoc

Individual: Developers
independently choose to
create and run unit tests while
developing functionality,

but tests are not saved or
maintained. Instead, they

are isolated on independent
machines.

Test reports are non-existent
or unverifiable.

Tests are not maintained in
an 5CM.

No scheduled automation.
Reintroduction of defects

is accepted as “normal”
or “unavoidable”

o1y 903l Egl ol
(Unit Testing Maturity Level)

Reactive

Team: There is a stated
Management desire to

unit test. Development
activity is not aligned with
business expectations, and
implementation is inconsistent
across teams. Due to lack of
visibility, adherence requires
Management vigilance.

Unit tests are maintained in
an 5CM with the product code.

Unit tests are run manually
during a “smoke test” or
“pre-release testing” phase.

Tests are primarily host- or
simulator-based.

Developers use unit testing
to find defects.

Proactive

Project/Product: A common
unit testing policy is clearly
documented, and multiple
teams are on board. Developers
are standardized on a
Development Testing Platform
to create and extend unit tests
in the normal course of work.

Every code change includes
corresponding new/modified
unit tests.

On-target festing is common.

Scheduled automation of test
runs and reports provide full
traceability.

The organization uses unit
testing to monitor and reduce
that reintroduction of defects.

Managed

Organizational: Due to
Management’s increased
visibility, the unit testing
process is managed by a
centrally-defined policy that
distributes tasks directly to
developer desktops based
Lpon coverage requirements,
risk of failure, and other
management-defined metrics.

Developers resolve unit test
failures within 24 hours or less
in a Continuous Integration
workflow.

Fewer tests fail with each
change due to pre-commit

desktop runs.

Function and object
virtualization are used to
extend coverage and test error
conditions.

Optimized

Enterprise: Policies are
regularly updated as part of
a root-cause analysis effort
to prevent defects from being
discovered in QA

Unit tests are a verification
mechanism to verify that policy
and process are in synch.

Test results are linkable and
bi-directionally traceable to all
data associated with software
and device development.
Traceability extends beyond the
traditional borders of the SDLC.



a1y 903l (S8 s Al
(mock object ) L 4 Siwsly i

YU gy Ay

test-script ; test-data ;L. lo>

«class/package/layer/component) test-items _ sl



Aty 905! gl 2 sl il
1€ s 59031 b g yg03] (0301 Sl
¥ls] Judoss b axly g0l (05500 Sl
9 s lmdg pl Sl O 95 o) Ay yg0 3] o gis

faxly sl yae5] (Sley 9,0 9 odg )be;



ey by gblbs pxid gyl

iyl eg

sl sl p o paslazly 903tk Jlowibaw] ol il —
SIS

Sple,lls o Sl oo )5/ K1, Il sl eslawl/ )l odes —
PSR

Java/dotNet/C++/PHP/Legacy —

Ipl 2l egos

(Oleslo b 059, S slppainjls (o> ¢ s0g0e) (2U )] lme —



* AR 2
*

Canol W90 j doli  axd bl auzis sla,l 3l
(Lo Jolodi' 9 Lo Julosd)

@ w
@ oem
O
Veracode
‘ WhiteHat Security
Quilys @
Checkmanx
PoﬂSvagg; ‘ Trustwave
NT OBJECTives
N-Stalker @ Aciimatic (@)
Quotium
® Virtual Forge Q o
Appthority
. Trend Micro
. Contrast Security
. Pradeo
COMPLETENESS OF VISION > As of July 2014

Gartner (July 2014)



HP i3
HP Fortify for static analysis (Multilingual)

HP WeblInspect for dynamic analysis and
penetration testing

The HP Application Automation
Tools plug-in for continuous integration



Microsoft sl ,l !

« Microsoft Visual Studio Test Tools including:

— Unit Testing
« Pex & Code digger plug-in

« Code Digger uses the Pex engine and Microsoft
Research’s Z3 constraint solver to analyze all branches
in the code, trying to generate a test suite that
achieves high code coverage.

— Static Analysis
« Phoenix engine for data-flow analysis

— Profiling



http://research.microsoft.com/pex
http://z3.codeplex.com/

Parasoft ¢,

Parasoft Jtest for Java (static analysis,
unit testing, run-time memory analysis)

Parasoft dotTest for .Net

Parssoft C++Test for C and C++
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Gartner, Static Application Security Testing

The Importance of Manual Secure Code Review, www.mitre.org
Static program analysis, Wikipedia, en.wikipedia.org

Dynamic program analysis, Wikipedia, en.wikipedia.org

CWE (Common Weakness Enumeration), cwe.mitre.org

OWASP Secure Coding Practices, www.owasp.org

CERT Secure Coding Standards, www.securecoding.cert.org

PCI SSC Data Security Standards,
WWwWw.pcisecuritystandards.org/security standards

Parasoft, Development Testing
Microsoft Research, Code Digger
Microsoft MSDN Guide



http://securityintelligence.com/2014-gartner-magic-quadrant-for-application-security-testing-released-ibm-maintains-position-in-leaders-quadrant/#.VXPsRc-qqko
http://www.mitre.org/capabilities/cybersecurity/overview/cybersecurity-blog/the-importance-of-manual-secure-code-review
http://en.wikipedia.org/wiki/Static_program_analysis
http://en.wikipedia.org/wiki/Dynamic_program_analysis
http://cwe.mitre.org/
http://www.owasp.org/
http://www.securecoding.cert.org/
http://www.pcisecuritystandards.org/security_standards
http://www.parasoft.com/capability/development-testing/
http://research.microsoft.com/en-us/projects/codedigger/
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