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CERT Secure Coding Standard (C, C++, Java)

CWE/SANS Top 25 Most Dangerous
Programming Errors

OWASP Secure Coding Practices
PCI Data Security Standard

NIST SAMATE (Software Assurance Metrics
And Tool Evaluation)
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HP S pi a3

HP Fortify for static analysis (Multilingual)
HP Weblnspect for dynamic analysis and
penetration testing

The HP Application Automation Tools plugin
for continuous integration



Parasoft cs & sb»,l 3l

Parasoft Jtest for java (static analysis, unit
testing, run-time memory analysis)

Parasoft dotTest for .Net
Parssoft C++Test for C and C++

Parasoft SOATest for functional, security and
oad testing
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CWE (Common Weakness Enumeration), cwe.mitre.org

OWASP Secure Coding Practices, www.owasp.org

CERT Secure Coding Standards, www.securecoding.cert.org

SAMATE (Software Assurance Metrics And Tool Evaluation), samate.nist.gov

PCI SSC Data Security Standards,
www.pcisecuritystandards.org/security standards

The Importance of Manual Secure Code Review, www.mitre.org

Static program analysis, Wikipedia, en.wikipedia.org

Dynamic program analysis, Wikipedia, en.wikipedia.org

Leveraging unit testing to prevent security vulnerabilities, www.parasoft.com

https://www.checkmarx.com/technology/static-code-analysis-
sca/#sthash.NQeiqug6.dpuf
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